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ABSTRACT

GIFT is a PRESENT-like cryptographic algorithm proposed in CHES 2017 and used S-box that can be implemented
through a bit-slice technique[l]. Since bit-permutation is used as a linear layer, it can be efficiently implemented in
hardware, but bit-slice implementation in software requires a specific conversion process, which is costly. In this paper, we
propose a new bit-permutation that enables efficient bit-slice implementation and GIFT-64-variant using it. GIFT-64-variant
has better safety than the existing GIFT in terms of differential and linear cryptanalysis.
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Fig. 1. Round function of GIFT-64
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Fig. 2. Specifications of GIFT S-box

i 012345678 9101112131415
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Fig. 3. Specifications of GIFT-64 bit-permutation
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Fig. 4. The process of distributing input bits to eight registers
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Fig. 5. Bit-permutation configuration process of
GIFT-64-variant

/*Input: X[@]-reg@, X[1]-regl, X[2]-reg2, X[3]-reg3
Y[0]-regd, Y[1]-reg5, Y[2]-reg6, Y[3]-reg7 */

X[1] = (X[1] << 2) | (X[1] >> 6);
X[2] = (x[2] << 7) | (x[2] >> 1);
v[e] = (v[e] << 1) | (Y[@] >> 7);
Y[1] = (¥[1] << 5) | (v[1] >> 3);
V[2] = (v[2] << 6) | (Y[2] >> 2);

T = (X[3] << 3) | (X[3] >> 5);

X[3] = (Y[3] << 4) | (Y[3] > 4);

Y[31 =T;

/*0utput: X[@]-reg@, X[1]-regl, X[2]-reg2, X[3]-reg3
Y[@]-regd, Y[1]-reg5, Y[2]-reg6, Y[3]-reg? */

Fig. 6. Bit-slice implementation of GIFT-64-
variant bit-permutation
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Fig. 7. Specifications of GIFT-64-variant bit-per-
mutation

/% Input: (MSB) X[3], X[2], X[1], X[@] (LSB) */
x[1] = x[1] ~ (x[0] & X[2]);

x[e] ~ (x[1] & X[31);

1= X[2] ~ (7T | x[11);

1 =X[3] ~ X[2];

] = x[1] ~ x[e];

] = ~X[@e];

] =X[2] ~ (T & X[1]);

1=T;

Output: (MSB) X[3], X[2], X[1], X[@] (LSB) */

Fig. 8. Bit-slice implementation of GIFT S-box
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Table 3. Comparison of the speed of

implementations for single block encryption
Cipher Cycle per byte
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